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The MEA Online system is comprised of two components: The Portal, which is accessed 
by administrators, and the Kiosk which is accessed by students. 
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The portal is made up of a User Management component, as well as an Administration 
component. The Administration component allows users to access Site Setup 
information, Student Data, Class Rosters, and Test Session details.  
 
The Test Delivery component is available via kiosk, browser, and mobile app. It should 
be noted that only the Sample Items and Student Tutorial are available via the test 
delivery browser. 
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Note that the browser kiosk is ONLY available for Sample Items and the Student 
Tutorial. 
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Web-based application installed on each workstation or the network that 
can be launched from the desktop icon 
 Needs internet connection to communicate with the testing server 

using web technologies via HTTP and HTTPS 
 Internet connectivity is required to download test content and submit 

responses for scoring 
 If there is no internet connectivity when the students’ answers are 

submitted, the Kiosk will store those answers (encrypted) until it is re-
launched after internet connectivity is restored 
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Students may not notice this, but proctors 
should be alerted to keep an eye on this 
indicator. 
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Periodic Data Syncs (Heartbeats) 
 Triggered to periodically save and protect student responses 
 Internet interruption during testing: 

Encrypted responses saved in the location indicated during installation 
Responses sent to server once internet connectivity is restored 

 Internet interruption at the end of testing: 
Student will receive a warning screen to alert their proctor the responses cannot be sent 
Proctor must re-launch the Kiosk once internet connectivity is restored to send responses 
 
Keep in mind that if you install the saved response location on the network, the student 

testing device must maintain connection with the network.  Otherwise, if the 
internet connectivity is interrupted AND the network connectivity is interrupted, 
the student will be unable to continue testing. 
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Content 
 Encrypted test content using RSA 
 Remains encrypted during transmission from web server to Kiosk on student 

workstation 
 Downloaded and decrypted upon student login 
 Decrypted content is stored in memory and expires immediately after Kiosk is 

exited 
Student Data 
 Uses industry standard 128-bit SSL encryption 
Device Security 
 Kiosk-mode restricts students from accessing other programs/applications 

during testing 
 iPad® AAC restricts students from accessing other programs/applications during 

testing 
 Chromebook Single App Mode restricts students from accessing other 

programs/applications during testing 
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Firewalls 
 Allow two-way traffic through ports 80 and 443 
Proxy and content filter servers 
 White list the following on ports 80 and 443: 

ohttps://maine.measuredprogress.org  
ohttp://maine.measuredprogress.org 
ofonts.googleapis.com 
othemes.googleusercontent.com 
ogoogleusercontent.com 

Sandboxing applications (i.e., Deep Freeze) 
 While installing the Kiosk, choose network folder or local folder that is not 

touched by the sandboxing applications, both for stored responses and Kiosk 
installation folders 

Thin Clients 
 Ensure there is enough memory, CPU, and bandwidth on the server to 

accommodate multiple student test sessions 
 Kiosk requires a minimum of 80 MB per Kiosk session 
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https://maine.measuredprogress.org/
http://oklahoma.measuredprogress.org/
https://maine.measuredprogress.org/
http://oklahoma.measuredprogress.org/
fonts.googleapis.com
themes.googleusercontent.com
http://googleusercontent.com/
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Kiosk is installed on each computer or on the network 
 Students will launch the Kiosk from a desktop icon or a network folder 
 Students log in using their provided usernames and passwords 
 Logins provide unique access per student per test and are NOT case sensitive 
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Session passwords are provided to proctors to have all students enter before beginning 
that section of the test 
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• For students with accommodations, an “Options” page will be displayed. 
• Students may NOT uncheck these accommodations, but within the test itself, 

the usage of each of these accommodations is optional. 
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In the event that a student pauses their test for longer than 30 minutes, or is inactive 
within their test for longer than 60 minutes, the proctor password will be required in 
order for the student to continue testing. The proctor password is located at the 
bottom of the Administration home page. The student will log in to their test and will 
see this Proctor Password text box; only the test administrator should enter the 
password, the student should never know what the password is. Once the TA enters the 
proctor password, the student can click Submit and they will be able to continue 
testing.  
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• Sample items can be taken with a browser or with the kiosk.   
• If a student will need screen zoom or text-to-speech accommodations, they must 

use the kiosk. 
• Students should take the sample items on the devices to be used for testing. 
 
All accommodations are turned on for the sample items.  Students should be made 
aware that some of the accommodations (TTS and color contrast) may not actually be 
made available to them in the operational test. 
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